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SECURING CONVERGING OT NETWORKS

We’ve been hearing a lot about digital transformation and its impact 
on businesses, individuals, and society. It’s a perfect storm of 
dramatic advances in technology, shifting expectations from workers 
and consumers, and the nearly universal access to powerful 
handheld devices and applications (and their unprecedented 
access to sensitive data), all compounded by hyperconnectivity and 
artificial intelligence. At the same time, IT networks are expanding 
to the cloud, adopting IoT technologies, supporting a highly 
mobile workforce, managing customer expectations through new 
applications and services, and dealing with escalating volumes of 
data and digital traffic.

IT isn’t the only place that digital transformation is happening. It 
is also quietly transforming a critical part of the network that most 
people don’t think about: OT, or Operational Technology. It’s the part 
of the network that manages, monitors, and controls the production 
side of the business, from valves and switches to massive 
automated manufacturing floors. OT touches a diverse range of 
industries, from manufacturing to mining, including most critical 
infrastructures and key resources, sometimes referred to as CIKR. 
Governments around the world have identified the CIKR as being 
at risk of cyberattack, and therefore have created policies not only 
identifying the critical infrastructures but also defining processes and 

procedures to protect those critical infrastructures from cyberattack. 
As an example, in the U.S., Presidential Policy Directive 21 (2013) 
has established a national policy on critical infrastructure security 
and resilience for 16 sectors: 

Chemical, Commercial Facilities, Communications, Critical 
Manufacturing, Dams, the Defense Industrial Base, Emergency 
Services, Energy, Financial Services, Food and Agriculture, 
Government Facilities, Healthcare and Public Health, Information 
Technology, Transportation Systems, Water and Wastewater 

Systems, and Nuclear Reactors, including Materials and Waste.

DEFINING OT

OT environments can be broken down into four nested categories:

nn Operational Technology (OT) is the system of hardware and 
software designed to monitor and/or control the physical devices, 
processes, and events used in the production and operations 
segments of an industrial environment.

nn Industrial Control Systems (ICS) play a primary role in OT 
and include Supervisory Control and Data Acquisition (SCADA) 
systems and Distributed Control Systems (DCS) managed 
through a Human-Machine Interface (HMI).
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nn Human-Machine Interface (HMI) is the component in charge 
of displaying process data to a human operator. The operator 
monitors and controls the process through the HMI.

nn Supervisory Control and Data Acquisition (SCADA) refers to 
a system that collects data from various sensors at a factory, plant, 
or even in remote locations and then sends this data to a central 
computer which then manages, analyzes, and controls the data.

nn SCADA Master is the component in charge of collecting all data 
from different devices, and it controls the entire process.

nn Distributed Control Systems (DCS), like SCADA systems, 
enable the automated control and operation of a plant or 
industrial process through a central supervisory control center.

nn Field Sensors/Actuators are the smallest components of OT. 
They include a diverse array of sensors, monitors, actuators, and 
other technologies that are deployed on or near physical-oriented 
devices and processes (including things like generators, pipelines, 
fans, and even robotics) to monitor and initiate changes. On 
occasion, these components are informally referred to as the 
“Industrial Internet of Things (IIoT).”

nn Remote Terminal Units (RTU) connect to sensors, convert their 
signals to digital data, and then send them on to the supervisory 
system.

nn Programmable Logic Controllers (PLC) are sometimes used 
as field devices because they are more economical, versatile, 
flexible, and configurable than special-purpose RTUs. However, 
many PLC devices are notoriously delicate, and even actively 
scanning these devices can cause them to fail.

nn Safety Instrumented Systems (SIS) are designed to override 
ICS, DCS, and SCADA systems as a fail-safe, last resort in the 
event that these systems are compromised.

OT networks and related devices can be deployed anywhere—
inside a temperature and climate-controlled automated 
manufacturing floor, distributed across a sprawling chemical 
processing plant, on the ocean floor as part of a floating rig, or in 
the arctic monitoring oil and gas pipelines. Many times they perform 
simple yet essential tasks, such as monitoring a valve and shutting 
it off when a certain value is reached or exceeded. As a result, they 
often perform their tasks with little change for years, which also 
means that many of these tools are running on aging operating 
systems and obsolete hardware using homegrown applications. 

Since the goal for an OT system is to run exactly as designed, these 
systems are often tasked with monitoring and managing highly 
sensitive processes associated with critical infrastructure. As a result, 
downtime, even for maintenance, could not only result in a financial 
or technical impact to the organization but also introduce significant 
physical risks. As a result, even things like patches, which are a 
standard operating procedure for IT networks, are only applied if they 
do not hinder OT system processes. These systems can also be 
notoriously delicate. Even something as benign as an active system 

scan can cause anomalies, including PLC failures. And any failure or 
compromise can have serious and even catastrophic results.

THE SECURITY RISK
While OT systems don’t contain the sort of personal data that many 
cyber criminals traditionally look for, targeting and taking out a 
critical infrastructure system still has huge appeal for cyber terrorists 
and criminal organizations. Motivations can include holding a system 
hostage, stock price manipulation (short sell, attack, and reap a 
“clean” profit), denying service to an asset or production system for 
strategic or tactical reasons, political awareness or impact, or even 
industrial espionage or corporate malfeasance (illegal competitive 
action). In addition, critical infrastructures have become the 21st 
century’s Cold War battleground, replacing bullets with bits as the 
weapon of choice.

To protect themselves, traditional IT systems use a security model 
known as CIA (confidentiality, integrity, and availability) to establish 
a hierarchy of security protocols and standards. This is because 
the goals of an IT network start with the need to securely access 
and manipulate information using standardized systems and tools. 
And because the nature of that data is highly valuable, it is essential 
that strict controls are in place to maintain data confidentiality and 
integrity.

OT systems, however, have a very different set of priorities, starting 
with the fact that they are responsible for managing physical devices 
rather than data. And most of the tools used to monitor and control 
these devices are highly specialized and customized, requiring 
sensitive and sometimes delicate monitoring and management 
protocols. Since the primary goals are to maintain safety and ensure 
the availability of these systems, they require an inverted security 
model, or AIC, with availability as the most critical component, 
followed by system integrity and confidentiality. This reality requires 
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security professionals to think about and deploy security in ways 
that can be very different from those required by traditional IT 
environments.

WHY FOCUS ON OT?
A critical element of today’s digital transformation involves connecting 
OT systems to the IT infrastructure and even the internet. There are 
many reasons for this. Cloud-based services, for example, allow for 
more efficient and reliable monitoring of remote devices and sensors. 
Tying manufacturing floors to global market data increases efficiencies 
and profitability through such things as just-in-time inventory and 
flexible, on-demand production. 

As a result, OT systems and data are increasingly being transited 
or tunneled over corporate or public networks, are incorporating 
traditional IT devices, and are beginning to leverage common internet 
protocols. This increase in connectivity and use of common hardware 
is expanding the potential OT attack surface.

The challenge is that without an effective, OT-oriented security 
strategy in place, this expanding attack surface—and resulting 
exposure of sensitive infrastructure to cyber risks—has the potential 
of offsetting any advantages being realized by integrating OT and IT 
systems. We are already seeing the results of the failure to adequately 
address OT security issues, with 51% of organizations now reporting 
an OT/SCADA/ICS security breach within the past 12 months.

Unfortunately, far too many OT networks fall into two categories: 
those designed without any security and those with inadequate 
protections. 

Part of the reason for this is that, until recently, there was no real 
evidence that there was any need to protect fully isolated OT systems 
against cyber threats. But integration with IT has led to the advent of 
new technologies like Shodan, along with devastating breaches like 
Stuxnet, the Ukrainian Electrical Distribution and Transmission cyber 
attacks, and most recently, Triton, which is a new malware targeting 
OT SIS safety environments. These and other attacks have made it 
clear that there is an urgent need to protect OT systems, especially 
of critical infrastructures, from end to end, while continuing to enable 
secure external access to IT systems where required.

STEPS TOWARD SECURING TODAY’S OT 
NETWORKS
Addressing the security requirements of an OT network requires an 
integrated approach comprised of the following elements:

nn Identify Assets: You can’t protect devices you can’t see or don’t 
know about. Therefore, the first step in any security strategy is 
to identify and catalog all devices. Information needs to include 
what sort of device it is, any operating systems or applications 
it uses, and any known vulnerabilities so that appropriate 
countermeasures can be built into security policies and protocols. 

nn Establish User Identity and Role-Based Access Controls: 
Likewise, it is essential to identify all users with access to the OT 
environments and document and secure their privilege levels, 
the devices and applications they can access, and what they are 
allowed to do. 

nn Segment the Network: Perimeter security alone is inadequate. 
Security needs to be driven deep into the OT infrastructure to 
segment systems and devices, actively monitor lateral traffic, 
and identify and isolate vulnerable or compromised devices. 
Segmentation also protects different OT environments from 
each other so if one is compromised the others can continue to 
operate. 

nn Encrypt Communications: The next step is to encrypt traffic 
to protect communications between the HMI, databases, 
management and control systems, and other connected devices. 
Preventing access to messages and protocols prevents attackers 
from developing malicious scripts designed to mimic legitimate 
commands.

nn Secure Industrial IoT: As OT networks expand their 
connectivity and functionality, some organizations have begun 
to introduce new devices to the network. IIoT devices, for 
example, are notoriously insecure. In addition to those devices 
hardwired into the network behind the firewall, many have 
begun to communicate using a wide variety of connectivity and 
communications standards, including Wi-Fi, NB-IoT, Wi-SUN, 
NFC, and RFID. Security resources need to be committed to 
identifying, segmenting, and securing these devices and the 
communications protocols they use.

nn Establish Vulnerability and Patch Management: With 
availability a primary concern, patching some OT devices is 
actually actively avoided. Operators often choose not to patch 
systems that are operational and cannot afford to be taken 
offline even for an update. Since these devices are now being 
connected to the IT network and internet, this approach has 
to change. Cyber criminals target known vulnerabilities, which 
means that tracking devices and vulnerabilities and implementing 
an aggressive patch-and-replace program is essential. For those 
systems that cannot tolerate any downtime, it is therefore critical 
to deploy redundant devices and systems, establish alternate 
data routes, enforce strict segmentation, and deploy active 
signature- and behavioral-based security to protect unpatchable 
devices.

nn Employ Behavioral Analytics: Advanced threats require more 
than passive security systems, especially when protecting critical 
infrastructure. Fortunately, the behaviors of most OT systems can 
be pretty easily defined, which means that unusual or aberrant 
behavior should be relatively easy to detect and block with a user 
and entity behavior analytics (UEBA) system in place.
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nn Deploy Ruggedized Devices: Around a third of traditional 
OT devices are required to operate in challenging industrial 
environments, including exposure to extremes in temperature, 
weather, vibration, and impact. As IT and IoT devices begin to be 
introduced into OT environments, it is critical that organizations 
select networking and security devices that have been tested and 
rated to function in extreme settings. 

nn Integrated Security Architectures: Devices also need to 
be able to be integrated into the larger organizational security 
architecture in order to share threat intelligence, unify visibility 
across the distributed network, and centralize controls through a 
unified management system or SOC.

nn Ensure Compliance: The need for compliance with regulatory 
requirements and industry standards cannot be overstated. 
Organizations need to comply with standards such as NERC v5, 
FERC, IEC-62443, ISA99, and ISO 27001, which also means 
that security tools selected to protect an OT environment need 
to be directly mapped back to any relevant regulations, laws, or 
industry standards.

FORTINET’S SECURITY FABRIC AND OT 
SOLUTIONS

Protecting and defending today’s critical infrastructures, especially 
their OT resources, requires a single, unified approach that can 
integrate security solutions into a holistic and interactive Security 
Fabric. Such a flexible framework needs to be capable of adapting 
to and spanning across distributed IT/OT environments, while 
simultaneously providing the advanced capabilities needed to 
defend their critical resources. Once an open Security Fabric is 
in place, additional security solutions can then be added a little 
at a time, such as two-factor wired and wireless authentication, 
security information and event management (SIEM) systems, patch 
management, and redundancy.

Fortinet provides OT-specific solutions and seasoned OT expertise 
to help organizations address the unique safety and reliability 
concerns of their OT-oriented environments. These solutions 
include:

nn Segmenting and securing communications 

nn Securing wired and wireless access

nn Implementing role-based access control for users, devices, 
applications, and protocols

nn Establishing vulnerability and patch management protocols

nn Identifying and profiling assets

nn Identifying and blocking malware and zero-day threats

The bottom line for OT managers and critical infrastructure owners 
is that they need to be able to provide their customers with the 
electricity, petrochemical products, natural gas, pharmaceuticals, 
food, water, or wastewater treatments they require, without 
interruption. This also means that any time security gets in the way of 
making that possible, it is likely to be ignored or bypassed. The return 
on investment (ROI) for the cost of cybersecurity, therefore, has to be 
continually weighed against the costs of not being able to produce an 
end product in the event of a catastrophic cyber incident. 

In today’s digital world, it seems to be more an issue of when, not if, 
such an event will occur.

194380-0-A-EN

SECURITY FABRIC DIAGRAM


